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An information sharing agreement
between government agencies
explains what information is being
shared, under what legislation,
with whom and for what purpose.
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Foreword from the Government Chief Privacy Officer

Why share information?

Information sharing is a critically important activity for government. We can’t simply
function in artificial silos created by our organisational structures. Government agencies
need to work together to provide better services for people. That means making sure that
relevant information is available to the right people at the right time in the right way.

Of course, if we don’t get our privacy thinking right, we can cause real harm to people
or undermine their ability to trust government. Failing to think things through properly
also compromises our ability to get the benefits that we’re aiming for. None of that

is acceptable.

That’s why the Privacy Act provides a variety of ways for agencies to share information
safely and respectfully. Privacy isn’t about keeping things secret. It’s about doing the right
thing with people’s information.

It’s also common for more specific legislation to permit information sharing. But we still
need to think about how to share safely and effectively.

Why this guidance?

Information sharing is an activity that can feel daunting, time consuming and legally or
technically complicated, particularly for people who have never set up a share before.

However, we firmly believe it doesn’t need to be that way. In our experience, the key is to
know the right questions to ask and know who to talk to so you get the right answers.

This is why we have produced this guidance with the help of expert information sharing
advisers from a variety of government agencies. It shows you how to think through your
proposed information share, from start to finish. It enables you to embed good privacy
settings in the design of the share, rather than trying to retrofit them. It helps you to create
properly considered information sharing agreements more quickly and efficiently.

Every agency has slightly different ways of producing and writing their documentation.
Don’t feel boxed into following our format or writing style if that doesn’t work for you.
However, we have designed the content of the templates and guidance to meet best
practice. So don’t be too quick to discard an idea that might be relevant to your situation.
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Thanks

Our warmest thanks to our All of Government Information Sharing expert advisory group for
their time and commitment to the development of this guidance.

Katrine Evans, Government Chief Privacy Officer, March 2024
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Purpose

The purpose of this guidance is to support and enable government agencies to establish
best practice information sharing agreements. The guidance steps you through how to
think through the right questions so you can share information in a considered and people-
focused way.

The guidance aligns to the structure of the information sharing agreement template
(agreement template) document. This should help you to work through the development of

your information sharing agreement in a systematic and consistent manner.

Scope

This guidance covers information sharing agreements between government agencies.
It also covers information sharing agreements between government agencies and other
organisations where the sharing is not intended to be legally binding.

Not in scope
This guidance does not cover:

« information sharing agreements to support legally binding contracts with third parties
(such as service providers)
« approved information sharing agreements (AISAs)*

o disclosure of information to individuals under the Privacy Act 2020 or the Official
Information Act 1981.

Aspects of the agreement template may also be relevant to information sharing under
contracts with a third-party. However, this will change the legal status of the agreement.

If you want to use the agreement template for this purpose, we strongly recommend
that you work with your legal team to identify what clauses are relevant, and ensure the
appropriate amendments are made to the agreement template.

1 Forguidance on AISAs see: Office of the Privacy Commissioner | Approved Information
Sharing Agreements (AISAs)
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Why we need information sharing agreements

Information sharing is a key function for government agencies.

Good information sharing practices, including the development and management of
information sharing agreements:

« create transparency and build public trust and confidence in how agencies are sharing
personal information

« enable agencies to deliver effective, fit for purpose public services that improve outcomes
forindividuals

« build awareness within an agency of what information is being shared, with whom and for
what purpose.

Importantly, an information sharing agreement does not in itself
authorise the sharing of information. It cannot create or change Privacy isn’t

the law. All sharing of personal information must be permitted about keeping
by legislation (such as the Privacy Act, the Oranga Tamariki Act,

O ) S things secret. It’s
the Family Violence Act, or an agency’s enabling legislation).

about doing the right
thing with people’s
information.

The purpose of an information sharing agreement is to
document authorised sharing of information. An information
sharing agreement will record:

« what information is being shared

« under what legal authority

« with whom and for what purpose

« how the information sharing will be operationalised

o the controls and mechanisms that ensure the personal information is shared safely.

Using our best practice agreement template will enable you to show that your agency has
taken a privacy by design approach to information sharing practices. It isimportant to be
able to show people whose information is being shared that you have carefully considered
the purpose, use and ongoing management of their information.

From a practical perspective, recording how the information sharing works in an agreement
also makes sure all the parties to the sharing are on exactly the same page about what is
happening and why.

How to create an information sharing agreement
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How to use the information sharing
agreement template

The template has been designed to enable agencies to develop information sharing
agreements in a privacy focused and time efficient way, so you do not need to start from
scratch each time. The majority of the clauses of an information sharing agreement will
remain the same for each instance of sharing.

The template contains best practice model clauses that ensure information sharing
activities are privacy focused, while also providing flexibility for agencies to tailor how they
record their information sharing activities.

The best practice model clauses are represented in the agreement template in black font.
The clauses of the template that require agencies to insert wording specific to the intended
sharing of information are marked by an asterisk (*).

Most of the time associated with developing an information sharing agreement is spent
working through legal authority, purpose, use and appropriate controls. Once this thinking
has been completed and agreed between the agencies, you generally just need to complete
the clauses marked by an asterisk (*) throughout the agreement template. Also make sure
that details such as clause numbers are all correctly recorded.

Structuring your information sharing agreements

Agencies will have different approaches to managing information sharing activity, including
the use of information sharing agreements.

The agreement template can be integrated into your agency’s information sharing practice
in a way that best meets the needs of the agency. For example, an agency may choose to:

« have one information sharing agreement between itself and another agency, with
individual shares of information contained within the schedules

» develop a new information sharing agreement for each information sharing activity

« have a relationship agreement between itself and another agency and include the
information sharing agreement as an appendix to the relationship agreement.

There is no right or wrong way. The most important thing is that the thinking and content of
information sharing agreements across the government sector are consistent and represent
best-practice information sharing.

How to create an information sharing agreement
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Using the agreement template with service providers
In many cases the agency and the third-party service provider will need to:

 share information with each other to facilitate the delivery of services
« monitor the performance of the contract
« evaluate the effectiveness of services.

The agreement template may help you to document the sharing of information between
your agency and the third-party service provider. Many of the same questions might be
relevant.

However, we strongly advise you to engage with your legal team if you want to create an
information sharing agreement with a third-party service provider. An information sharing
agreement used in these circumstances will almost certainly become part of a legally
binding agreement such as a contract. Not all clauses of the agreement template might be
relevant, and those that are may need to be amended so they are appropriate for the legally
binding status of the agreement.

How to create an information sharing agreement
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Consider running an information sharing workshop

It can be helpful for the intended parties to workshop how the share will operate so that the
agreement can be developed properly.

When thinking about your initial workshop, remember that agencies are structured
differently. Information sharing expertise and responsibilities may be across different
business units, such as Privacy, Legal, Data and Analytics, Information and Communications
Technology (ICT), Information Security, and Information Management. It’s important to

get the right people to ensure all risks associated with the proposed sharing activity are
identified early.

It’s helpful to involve agencies’ data teams early in the planning and development stage as
they can help identify potential issues with the information to be shared. For example, there
may be an issue with:

« whether an agency actually holds the information

« how accurate the information is

« how easy the information is to extract

« what supply methods may already exist or need to be created.

Before setting up a workshop
Before you set up a workshop with other parties, clearly state:

« what you think your information problem is
o the purpose for which you require information

« what information you may need from other agencies (steps 1 to 3 under ‘Purpose
of Sharing’).

There is no point taking people’s time in a workshop if you have not already thought about
these basic questions. Be flexible and prepared to change your thinking as the discussion
progresses, since there may be different viewpoints that you have not thought about. But at
least be clear about your starting position.

Before the workshop

Tell the participants what the purpose of the proposed information sharing is and your
proposed data requirements. Participants can identify the right people to attend and the
workshop will be more productive.

How to create an information sharing agreement



Develop your information sharing agreement

This guidance walks you through each section of the agreement template and asks
questions that agencies need to consider.

Your agency may want to add a new information sharing activity to an existing information
sharing agreement rather than writing a new agreement from scratch. Work through these
sections of the guidance to develop a sharing activity schedule. That schedule can then be
appended to the original agreement.

Check there is no conflict between the text of the original agreement and the contents of the
schedule. If there is, it would be better and easier to terminate the original agreement and
replace it. You can then be confident that the information sharing is set up properly.

Interpretation section

This section of the information sharing agreement defines terms unique to the agreement
to ensure agencies interpret key terms correctly, and that acronyms used within the
agreement are clearly explained and understood. This is particularly important for terms
that have a particular meaning in law, or within the context of an agency’s functions.

The agreement template is designed to be flexible and meet the needs of agencies and
the circumstances of the sharing. For example, you may prefer to use the terms “data”

and “supply” throughout the agreement if these terms better reflect the nature of the
agreement, or better align with the legal authority enabling the information to be shared.
If alternative terms are used, we recommend that you include these in the interpretation
section of the agreement, so everyone is clear what the terms mean within the agreement.

From a te ao Maori perspective, it is also important to agree and define any te Reo used.
For example, does ‘tamariki’ refer to all children, or only Maori children? Incorrect or
inconsistent use of te Reo can:

« create confusion or misalignment of expectations
« lead to misleading research and policy outcomes
« cause distress to the individuals whose information is being shared.
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Background section

A clear concise background sets the context for the information sharing. You
should describe:

« why information sharing between the parties is required
« what the information gap is
o the initiative or purpose for which the information will be used

« how individuals, society as a whole, and the agencies will benefit from the
information sharing.

Where the information sharing is to support enforcement functions you should be clear that
individuals may be adversely impacted by the information sharing.

Record in this section whether the information sharing agreement will replace an existing
agreement. If it’s replacing an existing agreement, terminate the old agreement and remove
it from the active agreements section of your information sharing agreement catalogue (if
you have one, which we strongly recommend).

Purpose of sharing

Having a clearly defined purpose (or purposes) for the sharing of information is critical, so
you can show that the sharing is justified and carefully considered. It also acts to help stop
‘scope creep’ — that is, to stop the sharing changing over time without proper consideration
or authorisation.

Each sharing activity must have a clearly defined purpose statement. It does not matter if
the information sharing agreement is for:

« aone-off share
« anongoinginformation sharing activity

« anoverarching agreement containing multiple sharing activities (each of which must have
a clearly defined purpose statement).

There are a couple of steps to work through to ensure your purpose statements are fit for
purpose. Working through these steps will help inform the:

« legal authority
« information to be shared
« use of the information shared sections of the agreement template.

How to create an information sharing agreement
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Step 1: Define your information problem and identify your information
requirements

To help ensure purpose statements are well defined and appropriate, first determine the
problem the information sharing is intended to fix.

Identifying the true underlying problem is not always obvious. Every information problem is
unique. Test your assumptions with a variety of people in different roles so you can be sure
the information problem has been identified and framed correctly.

The following checklist can help you work through the process of developing your purpose

statements.

Checklist for developing purpose statements

[C] Doyou actually need personal information to solve your problem — or can you use
aggregate or de-identified information to get the same result?

What personal information do you need to solve your problem?
How will the personal information be used to solve the problem?

What personal information are you missing?

O 000

Is the missing personal information already collected and held by:

e Your own agency?
» Another public sector agency?
« A private sector organisation?

O

If the personal information is already collected:

o What’s the purpose of that collection?

« |Isthe purpose directly related to the purpose for which your agency now needs the
information?

 Are there any restrictions on the use or disclosure of that information?

o Are there any issues with the definitions of the personal information? For instance,
do both agencies mean the same thing when they talk about that personal
information?

How to create an information sharing agreement



[] Isthe information accurate, reliable, and up to date?

n Are there any issues with the definitions of the personal information? For instance, do
both agencies mean the same thing when they talk about that personal information?

[C] Isthe personal information held in a format:

« That can be shared easily?
» Thatis useable by your agency?

[C] ifthe personal information is not already held:

« How easy will it be to collect the required information?
» Which agency should collect the information?
» Does a legal authority exist for the collection of the required information?

n Are there any adverse actions that parties could take because of the personal
information being shared?

15 How to create an information sharing agreement



Step 2: Map your information flows

An information flow is a visual representation of what information is intended to be shared
and how it will be shared. It is often easier to spot issues or gaps when looking at a diagram.

Mapping the flow of information through your project or initiative life cycle can help you
identify where your information sharing privacy risks are and what protections may be
required. Sharing your information flow mapping with other agencies can also help make
the privacy discussions more interactive and engaging. You can refine your information flow
map as you work through the process of developing your information sharing agreement.

When developing your information flow diagram you should consider and identify:

« the source systems that hold the authoritative personal information that is intended to be

shared

extracted from

dataset

used for the specified purpose of the share.

the dataset to be shared showing which source systems the personal information is being

the mechanism by which the data set will be transferred to the receiving agency
the location where the receiving agency will store the dataset
the source systems and information that the receiving agency will link to the shared

the people in the receiving agency that will have access to the final dataset that will be

Agency A

Data Source System Data Source System

Purpose of Collection  Purpose of Collection

Ve

Data Set to Be Shared

List: P.I. at variable level
from each data souce

Disclosure

>

Note:

- purpose of sharing
- legal authority
- method of P.I.

transfer

Basic Information Flow Diagram

Agency B

Shared P.I. Dataset

|

Linked with Agency B Data

List P.1. List P.1. List P.1.

Y

Dataset to be analysed

List P.1.

:
ifi

users who will have
access to shared P.I.

The information flow map will also help you structure your Privacy Impact Assessment if

one is required.
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Step 3: Develop and refine your purpose statement(s)

Use the information from steps 1 and 2 to create a clear well-defined information problem
statement. This lets you see whether information sharing is the most effective solution, and
if so, lets you develop a clear and specific purpose statement.

The purpose statement is the foundation on which the rest of your sharing documentation
is built.

It’s usually best to link your purpose statements to a specific initiative or solution that the
party receiving the information wants to deliver.

Examples of good purpose statements:

» The purpose of the information sharing under this agreement is to enable Agency A to
undertake research into the educational outcomes of school-aged children in care that
will inform policy development and targeted intervention initiatives.

« The purpose of the information sharing under this agreement is to enable Agency B to
investigate allegations of criminal offending against children and young persons.

» The purpose of the information sharing under this agreement is to enable Agency C to
identify populations at high risk in the event of an infectious disease outbreak enabling
the effective implementation of disease outbreak measures.

Where the information sharing agreement is intended to be an overarching agreement
covering all information sharing between the agencies, the purposes noted within the
‘Purpose’ section can be more general in nature.

Examples of general purpose statements:

» The purpose of sharing information under this agreement is to enable the parties to fulfil
their mandated functions under the Education and Training Act 2020 and the Oranga
Tamariki Act 1989.

« The purpose of sharing information under this agreement is to enable the Parties, in their
capacity as Child Welfare and Protection Agencies, to contribute to the agreed outcomes
of the Oranga Tamariki Action Plan.

The specific purpose of the individual shares, and the direction of information flow between
the agencies, can then be described in the relevant sharing activity schedule.

How to create an information sharing agreement



Legal authority to share

There must be a legal authority to share information.? The information sharing agreement
does not itself provide the legal authority to share information.

The information sharing agreement must clearly state the legal authority for each of the
purposes for which information is being shared. The agreement template provides 3 options
for documenting the legal authority:

1. Where the information sharing agreement is intended to be overarching with multiple
individual information sharing activities documented in the sharing activity schedules
(there may be different legal authorities that you need to note)

2.  Where the information sharing agreement is intended to cover a single purpose share
between the Parties, and the Information Privacy Principles (IPPs) permit the sharing
of information

3.  Where the information sharing agreement is intended to cover a single purpose share
between the Parties, and other legislation provides the legal authority for the sharing
of information (such as the Oranga Tamariki Act, Family Violence Act, Immigration Act,
Data and Statistics Act).

Choose the appropriate option and delete the remaining 2 legal authority options from the
agreement template.

Using the information flows map, the following checklist can help an agency work through
the legal authority assessment of the proposed information sharing business process or
initiative.

Checklist - legal authority assessment

Identify the legal authority for sharing — start with any agency enabling legislation
and then consider the Information Privacy Principles (IPPs)

| Determine whether the identified legal authority enables you to share all the
information identified in your information requirements

[[] Determine whether there are existing information sharing agreements that cover the
proposed sharing (full or partial)

2 Where no legal authority exists, you may need to develop an Approved Information
Sharing Agreement under the Privacy Act 2020.
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O Identify whether there are any statutory restrictions or prohibitions on sharing the
information

[[] !fthelPPsoragency enabling legislation do not enable all the required information
to be shared, determine the points of your proposed sharing that require a
modification to or a departure from the relevant IPPs (this will tell you whether an

AISAis required)

Additional guidance
Additional GCPO gwdance on determining the approprlate legal authorlty can be found

privacy/information-sharing/information-sharing-agreement/legal-authority-to-share-

information/
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Information to be shared

Through the development of your purpose statements, you should have determined the
information that needs to be shared to achieve those purposes. The information sharing
agreement must clearly document the information being shared at a level that does not
create ambiguity or uncertainty.

Data table
The data table forms part of the sharing activity schedule and

is designed to record the information being shared at a data Work with the
variable level. This is an essential component of the agreement. teams that manage
Without it, anyone reading that agreement (whether the other your agency’s data

Party, senior leaders, or affected people) will be unable to
understand what has been agreed, and whether that share is
necessary or appropriate.

to help complete
your data table.

You will need to engage with your teams that manage your
agency’s data to help complete your data table.

During the creation of the data table, you can identify and resolve any data standard or
formatting conflicts and make a final assessment on whether the data variable is necessary
for the relevant purpose.

Operationally, a data table enables the teams that manage your agency’s data to extract
and supply the correct information, in the correct format at the correct time quickly and
efficiently. It also helps you identify any redundant data variables during a review of the
information sharing agreement.

The following diagram illustrates the data table that is part of the sharing activity schedule
section of the agreement template.

Table of Information to be shared

Type / Maori Data
Field Name Description Length Format [Y/N] Notes

If information is being shared for multiple purposes under the agreement, have a data table
that clearly shows what information is being provided for what purpose. This is particularly
important where information being shared is authorised under different legislative
provisions for different purposes. For example, “the sharing of information in dataset A

is authorised under [provision of agency’s legislation] and the sharing of information in
dataset B is authorised under an [exception in IPP 11]”.
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Use of the information

Information shared under an information sharing agreement must only be used for the
purposes specified in the ‘Purpose’ section of the agreement or the sharing activity
schedules. You’ll need to consider whether it’s appropriate for the receiving agency to re-
use any information supplied for secondary uses, and record or update any secondary use
conditions and restrictions in the relevant sharing activity schedule.

An agency may want to use the information for a new secondary purpose after the
information sharing agreement has been established. You’ll need to work through the
purpose and legal authority assessments for the new proposed secondary uses of the
personal information. Create a new sharing activity schedule or amend an existing sharing
activity schedule where appropriate.

Transparency of sharing
It’s essential not to lose sight of the people behind the information that you are sharing.

Your information sharing agreement will already do this in a number of ways, for
instance by:

 having a clear and justified purpose
o limiting the information that is shared to what is genuinely necessary
« specifying controls that help to keep the information safe.

However, you should also set out controls that ensure that people know about the
information sharing. This is because, to the greatest extent possible, people should know
which agency is collecting and using their information, and for what purpose. It’s hard to
exercise their other rights without that knowledge. Sometimes, they may also be able to
choose whether their information is shared or not.

Putting transparency controls into all new or amended information sharing agreements will
also help your agency to meet the proposed new IPP 3A of the Privacy Act once it becomes
law. This is also a good place to note any controls that ensure that people will have an
opportunity to have a say before any adverse actions are taken against them.

If there is a good reason not to tell people, modify the transparency clauses in the template
to be clear about what that reason is. Provide the clearest possible information without
undermining the interests that you’re protecting. For example, it may still be possible to
reflect in a privacy statement that the share happens, even though details are not given
because it could undermine the ability to enforce the law.
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Security of the information

This section sets out the security controls required to ensure the personal information is
protected both during the supply of information and within the agencies’ IT environment.
This section contains two parts: security classification and security controls.

Security classification

Agencies must ensure that they comply with the New Zealand Government Security
Classification Systems, Protective Security Requirements (PSR) when sharing information.
The security classification will determine the additional controls required to protect the
information and comply with the PSR. You will need to identify the appropriate security
classification and select from the drop-down box in the agreement template.

Your ICT or information security team should be able to help you identify the correct
security classification for the information being shared.

Security controls

Appropriate security controls are an important part of sharing personal information. A loss
or compromise of information in transit or at rest can have serious impacts on people’s
privacy, and on the agency’s reputation. The agreement template contains the minimum
level of security controls that should be in place for all information sharing. Depending on
the nature of the information shared you will need to consider what additional security
controls may be required and add these into the agreement template.

Your ICT or information security team will be able to help you determine appropriate
security controls to ensure the information is protected when it is transferred to the
receiving party.
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Maori data and tikanga considerations

In many cases Maori data and information is a taonga and may require additional controls
and restrictions to ensure the mana of the individuals is respected. Where you are proposing
to share Maori data and information you should consider whether tikanga should be applied
to the sharing and subsequent use of the data. This consideration is especially important
when you are developing an information sharing agreement with a Maori organisation or an
Iwi or Hapu.

Tikanga is a set of values, principles, understandings, practices, norms, and mechanisms
from which a person or community can determine the correct action in te ao Maori®. Tikanga
is not fixed. What tikanga will be appropriate will depend on the circumstances and should
be determined through meaningful engagement with the people who may be impacted by
the sharing and use of the information.

Each agency will have its own definition of Maori data, Maori Data Governance strategies,
and Maori engagement practices that will guide considerations and incorporation of tikanga
into any sharing agreement. However, it is not up to the Crown to determine what tikanga
applies. So you should engage early with your Maori advisory teams to ensure engagement
with Maori is undertaken appropriately and in line with agreed protocols and practices.

Additional guidance
Additional guidance on the Maori Data Governance Model can be found here: https://

tengira.waikato.ac.nz/__data/assets/pdf file/0008/973763/Maori_Data_Governance_Model.
pdf

3 ET Durie “Will the settlers settle? Cultural conciliation and law” (1996) 8 Otago Law
Review 449 at 452. For academic writing on the definition of tikanga see Te Aka Matua o
te Ture | Law Commission The Taking into Account of Te Ao Maori in Relation to Reform of
the Law of Succession (NZLC MP6, 1996); Moana Jackson “Where does sovereignty lie?”
in Colin James (ed) Building the Constitution (Institute of Policy Studies, Wellington,
2000) at 196; Ani Mikaere “The Treaty of Waitangi and recognition of tikanga Maori”
in Michael Belgrave, Merata Kawharu and David V Williams (eds) Waitangi Revisited:
Perspectives on the Treaty of Waitangi (Oxford University Press, Auckland, 2005) 330;
Robert Joseph “Recreating legal space for the first law of Aotearoa-New Zealand” (2009)
17 Waikato Law Review 74

How to create an information sharing agreement


https://tengira.waikato.ac.nz/__data/assets/pdf_file/0008/973763/Maori_Data_Governance_Model.pdf
https://tengira.waikato.ac.nz/__data/assets/pdf_file/0008/973763/Maori_Data_Governance_Model.pdf
https://tengira.waikato.ac.nz/__data/assets/pdf_file/0008/973763/Maori_Data_Governance_Model.pdf

24

Method and frequency of sharing

Method

You’ll need to agree the method of transfer of the information. The transfer mechanism
must be one that appropriately protects the information. If the information has specific
handling requirements under the PSR, agencies must ensure that those requirements
are met.

Sometimes agencies will have different transfer technologies that are not interoperable.
It’s important to identify early in the development of your information sharing agreement
where different transfer technologies may create challenges to sharing information.

Frequency

You’ll also need to agree the frequency of the sharing - is it a one-off or ongoing share?
Where itis an ongoing share you should be specific about when the information will be
supplied, for example, the first Tuesday of every month, or the first week of each quarter.
Being specific about when the information will be supplied enables the agency supplying
the information to build the supply into their work programme.

Where the information sharing agreement has different datasets being supplied at different
times, in the agreement template you can point to the sharing activity schedules for specific
supply frequency information.

Retention and disposal of information

Information supplied under an information sharing agreement should only be held by the
receiving agency for the period for which the information is required. You should ensure that
all agencies understand their respective Retention and Disposal Authorities and how those
authorities apply to the information being shared.

Requiring disposal of information once it has been used for the specified purpose can be a
privacy enhancing control to mitigate the risk of that information being re-used or disclosed
for secondary purposes.

You will also need to think about how the receiving agency will provide assurance that the
information has been disposed of.
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Privacy and security breach management

It’s important that the agencies understand and agree the steps they will take in the event of a
privacy and/or security breach, including the obligations relating to notifiable
privacy breaches.

Identify the agency responsible for reporting any notifiable privacy

breaches, so you do not have to figure this out when a breach Check in with

happens, and everyone is under pressure. This will be particularly your privacy team

important if there are third-party service providers involved in about your agency’s

the processing of the information supplied under the information

sharing agreement. breach management
processes

The agreement template provides standard clauses that cover

the agencies’ obligations in relation to privacy and/or security

breaches. You’ll need to confirm with your privacy team that these

standard clauses align with your agency’s privacy breach management policies and practices.

Where an information sharing agreement is being used to document information sharing
between an agency and a contracted third-party service provider (often as part of the
contract), additional clauses around obligations to report and notify suspected or actual
privacy breaches may need to be added to the agreement. You will need to engage with your
legal team, and they will work with you to amend the clauses in this section.

Dispute resolution

Agree in advance how you will manage any disputes or other problems that may arise from
the operation of the information sharing agreement. This saves time down the line if an issue
should arise and mitigates the risk of delays in the provision of services to the public.

Third-party contracting

It’s important to identify whether information shared under the agreement will be supplied
by the receiving agency to a third-party. For example, this may occur where the receiving
agency has contracted a third-party service provider to undertake research on its behalf using
information supplied under the agreement. There is little point carefully controlling the share
of information between agencies if your controls can then be undermined if a third-party fails
to take proper care of that information.

The receiving agency needs to ensure that the third-party service provider has the necessary
privacy and security frameworks in place. The agency also needs to ensure the third-party
service provider is aware of any obligations set out in the information sharing agreement.

Appropriate privacy and data management model clauses should also be included in the
contract with the third-party service provider. The name of any third-party service provider to
whom information will be supplied should be documented in the sharing activity schedules.
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Sharing activity schedules

A sharing activity schedule should be created for each supply of information for a specific
purpose under the information sharing agreement. A sharing activity schedule can be
added, amended, and terminated without the need to amend the main body of the
agreement. This saves time when you need to make amendments or terminate one of the
sharing activities.

For each specific share of information, the sharing activity schedule documents:

« the purpose of the information sharing

« the specific information being shared (data table)

o the legal authority for the information sharing

« the method and frequency of the information sharing

« the agreed conditions or restrictions on the secondary use of the information shared
« the retention and disposal requirements for the information shared.

If you have an overarching information sharing agreement with another agency or you
choose to append the information sharing agreement to an overarching Relationship
Agreement, the agreement may have multiple sharing activity schedules documenting the
information sharing activity between the agencies.

Approval of sharing activity schedules

The agreement template is designed so that sharing activity schedules shares can be added,
amended, or terminated without necessarily having to seek approval and a new sign-off
from the information sharing agreement signatory.

The variation section of the agreement template provides that the relationship managers
can make variations to existing sharing activity schedules including:

« amendments to existing schedules
« adding new schedules
 terminating existing schedules

The relationship manager must be a person who has sufficient seniority to have this
delegated authority, and sufficient data management knowledge and experience to support
robust decision making around additions, amendments, and terminations of sharing
activity schedules.

While it’s recommended that the relationship manager is responsible for approving
additions, amendments and terminations of a sharing activity schedule, your agency may
prefer that this responsibility is undertaken by another role. For example, some agencies
may want the business owner of the information being shared to approve any additions or
amendments to data they are responsible for.

If an agency wants to delegate approval and amendment of sharing activity schedules to
another role this should be reflected in the information sharing agreement.
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Administrative clauses

This section sets out the term of the information sharing agreement, the review process and
termination dates and process of the agreement. Generally, the relationship managers are
responsible for the administration of the information sharing agreement.

Review

You’ll need to consider what an appropriate review cycle for each share will look like.
Scheduling a review date is important to make sure that the purpose and nature of the
share has not changed (that is, to prevent uncontrolled scope creep), and that the controls
are operating as they should.

For information sharing that supports significant service delivery initiatives, yearly reviews
are a good governance control. Where the sharing of information is to support ongoing
research and analysis the time between reviews could be longer. For a single one-off
share, there is no need to review the information sharing agreement so those clauses can
be deleted.

Where a new information sharing activity requires a high frequency supply of information it
can be useful to have a 6-month initial review. Often with high frequency sharing activities,
issues with information requirements, data variable interpretation and business processes
can arise early on in the operation of the agreement. For example, the coding to compare
datasets to identify common clients may not be operating correctly, leading to under- or
over-identification. A 6-month initial review ensures that any issues can be identified and
resolved and necessary changes can be made to the information sharing agreement or
sharing activity schedules in a timely manner.

Variation

It’s inevitable that you’ll need to make variations to your information sharing agreement
from time to time. Variations do not need to be complex and time consuming. The template
has been designed to make variations a simple and easy process.

There can be a variation to either:

1. theclauses of the substantive sections of the information sharing agreement

2. a schedule
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Variations to the information sharing agreement

Variations to the clauses of the substantive sections of the information sharing agreement
should be approved and signed off by the signatory of the agreement or their delegate.
These clauses set out the agreed purposes and controls to ensure personal information is
being shared appropriately. A higher level of approval should be in place for any variations
to the substantive sections of the agreement.

Variations to the Schedules

By default, the information sharing agreement provides that the Schedules (the sharing
activity schedule(s) and relationship manager and technical contact schedule) can be
amended by the relationship manager. You want to be able to make variations to these
schedules in a time-efficient manner to ensure information continues to be shared without
unnecessary delay.

As mentioned earlier, you’ll need to think about what role in your agency is appropriate

for approving new sharing activity schedules. Some variations may carry more risk than
others — such as when an agreement itself is an overarching agreement and all core details
are contained in the schedules. If you want this function to being undertaken by someone
other than the relationship manager, you need to ensure that the person understands the
purpose, the information, and the controls necessary to ensure the information is kept safe.

Termination

This clause relates to the termination of the information sharing agreement in its entirety -
not the termination of a sharing activity schedule. Agencies often overlook the termination
of an information sharing agreement especially when the agreement is for a one-off share
of information.

Make sure you have processes in place to ensure:

 theinformation sharing stops
« information shared under the agreement is disposed of correctly (where required),

« and the agreement is terminated and removed from the active agreements list in your
information sharing agreement catalogue.
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Approval of information sharing agreements

Agencies will have different approaches to who should sign an agency-to-agency
agreement. However, an information sharing agreement should be vetted by a person in
a senior information and data related role, whether or not they are the person to sign the
agreement itself.

It’s important that the person approving the agreement has sufficient personal knowledge
to be confident that it’s appropriate to approve the agreement, or that they have received
specialist advice enabling them to have that confidence. This provides a level of integrity to
the agreement and provides other agencies and the public with confidence that government
agencies are sharing information appropriately.

Where the information sharing agreement is developed as an overarching agreement, it
will generally be appropriate for the agencies’ chief executives or deputy chief executives
to approve and sign the agreement. Where the agreement covers a one-off share or a
single ongoing share of information, for instance for research purposes, it may be more
appropriate for the chief data steward or the business owner of the data to approve

the agreement.

Ultimately, each agency will need to determine the appropriate level of approval and sign-
off for individual information sharing agreements.
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Managing your information sharing agreements

Review contents and processes

Reviewing your information sharing agreements ensures that your information sharing
remains fit for purpose and that you’re only sharing the information necessary to achieve
the purpose of the sharing.

The agreement template includes a section for stating the appropriate review period for
each of your information shares, and which agency is responsible for initiating the review. In
most cases the disclosing agency should be the agency initiating the review as it carries the
most privacy risk in relation to the information sharing.

When there is more than one receiving agency, it’'s recommended that one agency is
designated as the lead agency for the purposes of initiating the review of the agreement.
You can add a clause into the ‘Review’ section of the agreement or the relevant sharing
activity schedule stating who the lead agency is.

While the relationship manager should initiate and lead the review, this will depend on how
the information sharing function is structured within your agency. Where the review of the
agreement is to be undertaken by a different role, this should be stated in the agreement or
in the sharing activity schedule.

Steps for reviewing an information sharing agreement

Areview of an information sharing agreement should involve the following steps.

=

A thorough read through of the agreement.

et

Contact with the other party or parties to confirm whether:

 theinformation sharing is still required

« there have been any material changes to the purposes for which the information is
being shared

« there have been any material changes to the use of the information by the
collecting agency

« any issues have arisen with the data variables supplied by the disclosing agency
such as formatting issues, interpretation issues, redundancy, accuracy.

3.  Working with the other party to make any amendments to the agreement or the
sharing activity schedules.

Sign off the amendments and update the agreement.

Catalogue that the review has been completed, with the reference pointing to the new
version of the document, and the date of the next review.

It can be helpful to arrange a workshop to undertake the review process.
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Adding new sharing activity to your information sharing
agreement

If you have an overarching information sharing agreement with another agency, you do
not need to create a new agreement for every new information sharing activity. You can
add new information shares to your existing agreement by creating a new sharing activity
schedule, or by amending an existing sharing activity schedule.

New sharing activity schedules or amendments to existing sharing activity schedules can be
approved by the relationship manager or a person delegated this function in the agreement.
This will depend on your agency’s approval and sign-off processes and the level of risk
involved in the share. Setting your information sharing agreements up this way can save you
time in developing and implementing new information sharing activities.

This approach also helps you to manage the information you are sharing with another
agency as all information shares, and the purposes for each share, is documented in
one agreement.

Information sharing agreement catalogue

It’s important to have awareness and oversight of all your information sharing agreements.
You may need to:

« report to senior leadership on your information sharing activity
 respond to an Official Information Act (OIA) request
« know when to schedule resourcing for information sharing reviews

o know whether there is already a share in place — so you do not need to create another or
so you can make quick changes to your existing sharing.

Having all your information sharing agreement information in one place creates efficiencies
and supports good governance of your information sharing practices. An easy way to
achieve this is creating an information sharing agreement catalogue. Your catalogue can be
as simple or detailed as you want it to be. An Excel spreadsheet is a good place to start.
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When creating your catalogue think about the pertinent information you want to be able
to access in a single view. Your catalogue should include, as a minimum, the following
information about each of your information sharing agreements:

« name of/number assigned to the agreement
« parties (collecting/disclosing)
 overarching/single data share indicator

e purpose(s)

 business group(s) using the information

« legal authority(s)

o summary of data shared

 review date

« termination date (if applicable)

« relationship manager

« date of last amendment

» purpose of amendment

o link to the information sharing agreement

o link to the PIA (where a PIA has been undertaken)

Every time a new information sharing agreement is approved, information about the
agreement should be added. This keeps your records up to date and enables you to find the
relevant versions of the agreements (and risk assessment documentation) easily.

Where possible, digital copies of your signed information sharing agreements should

be located in one place, with clear and consistent naming rules. The catalogue and the
agreements should be accessible (in a read-only format) to staff so that they can see what
information sharing is already in place and for what purpose. This helps to raise awareness
of information sharing across the agency and the requirement to have an information
sharing agreement in place for all information sharing activity.

You can make your catalogue and information sharing agreements available to the public
to help raise public awareness and build trust and confidence in your agency’s ability to
appropriately share personal information. If it’s not appropriate to share all the details
publicly, provide a summary.
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Glossary

This section sets out the meaning of key terms used within the guidance.

Information Sharing Agreement

A non-legally binding agreement between two or more agencies or between one or more
agencies and organisations that sets out the purpose for the sharing, what information will
be shared, how and when the information will be shared, and the agreed privacy enhancing
controls that will be implemented to protect the information.

Agency

Includes government agencies and departments, and departmental agencies.

Information

Includes data, personal information, aggregate information, and de-identified information.

Maori Data

Digital or digitisable data, information, or knowledge (including matauranga Maori) that
is about, from or connected to Maori. It includes data and information about population,
place, culture, and environment.*

Organisations

Non-government entities, or groups.

Relationship Manager

The person responsible for the management and operation of the information
sharing agreement.
Technical Contact

The person with specialist knowledge and understanding of the data and information being
shared under the information sharing agreement.

4 Te Kahui Raraunga, 2021a; Te Mana Raraunga, 2018)
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Appendix One: Information Sharing
Agreement Template

A copy of the agreement template can be downloaded here:

agreement/
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Te Kawanatanga o Aotearoa
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